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Abstract—Along with the increasing number of websites circulating on the Internet, the security holes that arise are also increasing. 
The Electrical Engineering Department's website is no exception, especially on the Electrical Engineering Department's website 
which has never been audited to scan for security holes on the Electrical Engineering Department's website so the level of reliability of 
the Electrical Engineering Department's website cannot be known. On this basis, a study entitled "Analysis and Implementation of 
the ISSAF Framework for OSSTMM in Testing Website Security Gaps at Polynema" will be carried out. In this study, the authors 
tested security holes on the website at Polinema using the ISSAF and OSSTMM frameworks to scan for security holes on the 
Electrical Engineering Network website. Then from the test results, recommendations will be given to website managers to overcome 
existing security holes. Before giving recommendations, the author will try to update website security and re-test the updated website. 
This is done to prove whether updates made to website security can work effectively in overcoming security holes that were previously 
found. Based on the research that has been done, it is known that on the Electrical Engineering Department's website there are 21 
security holes with 7 of them at medium level when testing for security holes using the ISSAF framework. And there are 17 security 
holes when testing security holes using the OSSTMM framework. The security holes include 10 open ports, DoS, brute-force, and 
there are security holes in the library used. 
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I. INTRODUCTION 

Website is a collection of several web pages that contain 
various information in the form of text, images, audio, video, 
or files. The website is intended to display web pages that 
contain information and to store data which will later be 
stored on a web server so that it can be accessed anytime and 
anywhere. As time goes by, the website is growing and 
playing a role in everyday life, starting from looking for 
information, learning, media branding, to buying and selling 
activities. No wonder the growth in the number of websites is 
increasing rapidly [1]. 

Along with the growth in the number of websites that are 
increasing rapidly, the security gaps that arise are also 
increasing. Security vulnerabilities are the beginning of 
attacks on websites, from existing security gaps attackers will 
exploit existing loopholes to be able to enter the website 
system. In addition to being able to enter the system, security 
loopholes can also be used to damage the website directly or 
steal data on the website. This security vulnerability is crucial 
because it relates to personal data (privacy), integrity 
(integrity), access rights (authentication) , confidentiality 
(confidentiality), and availability (availability) [ [2, 3]. 

In addition to relating to data security, security gaps also 
affect the reputation of a website, where the more security 
holes there are on a website, the reputation of the website will 
decrease. This will also affect visitors, where visitors will feel 
hesitant to visit a website with a low reputation because it is 

feared that the visitor's personal data is not safe. The attacks 
that are commonly carried out in penetration testing include 
SQL Injection, Cross-Site Scripting (XSS), Denial Of Service 
(DOS), brute force attacks, sniffing, clickjacking, Cross-Site 
Request Forgery (CSRF), and broken authentication and 
session. management [4, 5]. 

Therefore, according to [1], [6], and [7] penetration testing 
is very necessary to be able to find out the security holes that 
exist in a system in order to improve a system, including the 
website system. Penetration testing itself is an activity to 
evaluate the security of a system. Penetration testing is done 
by simulating an attack on a system to find out the security 
holes in the system. In addition, penetration testing is also 
carried out to find out what types of attacks can attack the 
system and can find out the impact that occurs due to these 
attacks. Penetration testing generates feedback that can be 
used by developers to improve or develop the security level of 
the system.  

There are several frameworks that can be used to perform 
penetration testing, including the ISSAF framework, 
OSSTMM, ISO, NIST, OWASP, PTES, and so on. Research 
conducted by [8] uses the ISSAF framework to analyze 
website security, according to him, the ISSAF framework is 
suitable for doing penetration testing on websites because 
there are structured guidelines so that testing gets complete 
and clear directions. While the research conducted by [6] and 
[9]  used the OSSTMM framework as a penetration testing 
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method. The OSSTMM framework is considered better and 
more thorough in penetration testing because it is 
comprehensive globally because it does work on the front-end. 
The OSSTMM framework provides results in the form of 
RAV and STAR so that the results obtained can be presented 
more specifically [9]. 

Based on the description above, research will be conducted 
to conduct penetration testing using the ISSAF and OSSTMM 
frameworks to test the security vulnerabilities of the X 
website. Then the researcher will compare the two 
frameworks based on the penetration testing results of each 
framework. Researchers will also provide recommendations 
for handling vulnerabilities that exist on the X website based 
on security vulnerabilities detected during the research. With 
the recommendation from the researcher, it is hoped that the 
administrator of the X website can fix the security holes that 
exist on the website. 

 
II. METHOD  

A. Research Stages 

stages are arranged so that this research can be carried out in 
detail. The stages of research that will be carried out in this study as 
shown in Fig. 1. 

 

 
Figure 1. Research Design 

 
1. Literacy Study, Observation, and Interview 
2. Security Vulnerabilities Testing 
3. Data Collection Test Results and Analysis 
4. Website Security Update 
5. Security Vulnerabilities Testing 
6. Testing Data Collection and Analysis 

7. Providing Recommendations 
8. Reporting 

B. Penetration Testing Steps Penetration 

Testing steps are carried out using 2 different frameworks, 
namely the ISSAF framework and the OSSTMM framework. The 
steps for penetration testing will be shown in Fig. 2 and Fig. 3. 

 

 
Figure 2. Testing Steps Using the ISSAF Framework 

 
Fig. 2 is a penetration test step using the ISSAF framework, 

the following is a description of Figure 2: 
1. Information Gathering is an early stage that aims to 

collect information about the target domain using the 
Whois tool. 

2. Network Mapping is a network mapping related to ports 
and services used on the server. The tool used is Nmap. 

3. Vulnerability Identification is to identify weaknesses on 
websites that can be exploited. The tool used is Acunetix. 

4. Penetration is a security vulnerability test that is carried 
out by attacking the website. The attacks that will be 
carried out are and DoS Attack. The tool used is the Low 
Orbit Ion Cannon. 

5. Gaining Access & Privilege Escalation is the stage of 
gaining access privileges by gaining access to the 
account. The attacks that can be done are Brute-force 
attacks and the tool used is WPScan. 

6. Enumerating Further is a continuation of the previous 
stages which include decrypting passwords, sniffing 
traffic, and retrieving cookies. The tool used is 
Wireshark. 

7. Covering Tracks is the stage of clearing traces so that 
they are not detected by website managers, this can be 
done by deleting logs or modifying logs. 
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8. Report & Result is the final stage to report the results of 
penetration testing in the form of any vulnerabilities 
found on the website and provide solutions to security 
vulnerabilities found. 

Steps for penetration testing using the OSASTMM framework 
are shown in Fig. 3. 

 

 
Figure 3.  Testing Steps Using the OSSTMM Framework 
 

Fig. 3 is a penetration testing step using the OSSTMM 
framework, the following is a description of Figure 3: 
1. Assets, defines the target to be protected which is called 

an asset. 
2. Engagement Zone, knowing the environment around the 

Asset which can be in the form of a protection 
mechanism, process, or service. 

3. Scope, knowing everything outside the Engagement 
Zone that is needed to maintain Assets. 

4. Vector determines the direction of Asset interaction to 
determine the direction from which the test is carried out. 

5. Channel, identify the equipment needed to perform the 
test based on the interaction levels on the Vector. 

6. Type of Test determines the type of approach to be taken 
(blind, double blind, gray box, double gray box, tandem, 
reversal). 

7. Security Testing, testing security vulnerabilities using 
several tools such as Nmap, Nikto, and Low Orbit Ion 
Cannon, to be able to find out security vulnerabilities 
that exist on the website. 

8. RAV & STAR, make assessments in the form of Risk 
Assessment Value (RAV) and Security Testing Audit 
Report (STAR). Where RAV produces a security value 

while STAR produces status and comments on the 
security testing performed. 

9. Recommendations, formulate several recommendations 
on the results of security testing that has been carried out. 
 

III. RESULTS AND DISCUSSION 

A. ISSAF Testing The 

following are the results of testing the website Electrical 
Engineering Network framework ISSAF. 
1. Information Gathering 

The results of scanning information gathering using the 
whois tool as shown in Fig. 4. 

 

 
Figure 4 Information Gathering Test Results 
 

It can be seen that the jte.polinema.ac.id website has the 
main domain polinema.ac.id. The jte.polinema.ac.id domain 
was registered by the PANDI Registry domain company 
which was registered on 08-06-2011 and is valid until 10-06-
2017 and was updated on 16-04-2018. 
2. Network Mapping 

The results of the network mapping scan using the nmap tool as 
shown in Fig. 5. 

 

 
Figure 5 Network Mapping Test Results 
 

There are 10 open ports, can be described in Table I. 
3. Vulnerability Identification 

The results of the vulnerability identification scan using the 
acunetix tool as shown in Fig. 6. 

 

 
Figure 6 Vulnerability Identification Test. 
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Results The scan results show that there is a security 
vulnerability with a medium level of vulnerability, which 
means the jte.polinema.ac.id website is quite vulnerable to 
external attacks. There are 7 kinds of security vulnerabilities 
with a medium level of vulnerability, including application 
error messages, development configuration files, slow HTTP 
denial of service attacks, User credentials are sent in clear text, 
vulnerable javascript libraries, WordPress XML-RPC 
authentication brute force. 

TABLE I 
THE PORTS DETECTED IN THE NETWORK MAPPING TEST 

Port State Service Describtion 

21/tcp Open ftp 
Is a port for data transfer 

services 

53/tcp Open domain 
Is a port for domain 

services from websites 

80/tcp Open http 
Is a port for the http 

protocol used by websites 

110/tcp Open pop3 
Is a port for mail server 

services 

143/tcp Open imap 
Is a port for mail server 

services 

443/tcp Open https 
Is a port for the https 
protocol (http with 

security) used by websites 

587/tcp Open submission 
Is a port default for 

sending email 

993/tcp Open imaps 
Is a port for mail server 
services with security 

995/tcp Open pop3s 
Is a port for mail server 
services with security 

2030/tcp Open device2 

Is a port for TCP / IP 
services so that the server 

can communicate with 
clients via the internet 

network. 

 
4. Penetration 

The results of the Denial of Service (DOS) penetration test 
performed using the LOIC tool can be viewed using the ping tool. 
From the results of the ping, it was found that the jte.polinema.ac.id 
website was quite vulnerable to DOS attacks. It is evident from the 
results of the ping before DOS penetration that the average response 
time is 80.8ms and the percentage of success is 100%, while the data 
from the ping results during the DOS penetration get an average 
response time of 1078.25ms and the percentage of success is 66.67%. 
Referring to the standard response time used in this study, the service 
quality of the jte.polinema.ac.id website is of good value with an 

average response time of 80.8ms. However, when DOS penetrated, 
the service quality of the jte.polinema.ac.id website became poor 
with an average response time of 1078.25ms. 
5. Gaining Access & Privilege Escation 

The results of the gaining access & privilege escalation stage 
carried out using the WPScan tool with the brute-force method as 
shown in Fig. 7. 

 

 
Figure 7 Username Scanning Results Using the WPScan Tool. 
 

The results of username scanning using the WPScan tool 
showed that there were 5 accounts found, the accounts were 
adminjte, wildan, adzikirani, Diki, and rizky. 

 
Figure 8 Results of Scanning Passwords Using the WPScan Tool. 
 

Scanning passwords for previously found accounts (wildan) 
yielded the above data. As for the data above, the results of 
the scan "No Valid Passwords Found" are shown, which 
means that no suitable password was found for the "wildan" 
account. These results do not mean that the jte.polinema.ac.id 
website does not have security holes from brute-force attacks, 
security holes from brute-force attacks still exist but the use of 
passwords from "wildan" accounts is too difficult to track. 
6. Enumetaring Further 

The results of sniffing traffic using the Wireshark tool can 
be seen in the image below: 
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Figure 9 Sniffing Traffic by using Wireshark tools. 
 

Fig. 9 shows the contents of the package. The contents of 
the package are encrypted data because the transmission on 
the jte.polinema.ac.id website already uses the HTTPS 
protocol which uses data encryption. Because the data has 
been encrypted, the data transmitted by the jte.polinema.ac.id 
website is safe. 
7. Covering Tracks 

After being able to access log files and delete existing 
history, the traces left can be declared lost. 
8. Report & Result 

Based on the website security vulnerability testing using 
the ISSAF framework that has been carried out, several 
security vulnerabilities have been found as follows: 

• There are 10 open ports, but 6 of them are not used in 
website services so that they can be used as access to 
exploit the website. The 6 ports are port 21 (ftp), 110 
(pop3), 143 (imap), 587 (submission), 993 (imaps), 995 
(pop3s). 

• There is an application error message that can show 
sensitive information related to the website system. 

• There is a configuration file that can be accessed via the 
internet. 

• There is a vulnerability to Slow DOS attacks. 
• User credentials are transmitted over an open channel 

without any encryption, making them vulnerable to 
sniffing attacks. 

• There are JavaScript libraries that contain security holes. 
Generally due to a bug in the library used. 

• WordPress XML-RPC authentication brute force marked 
with the xmlrpc.php file can be accessed through the 
website. 

B. OSSTMM Testing 

following is the result of testing the website security 
vulnerability of the Electrical Engineering Network using the 
OSSTMM framework. 
1. Asset 

for testing website security holes in this experiment is the 
website jte.polinema.ac.id. So, the asset in this experiment is 
the website jte.polinema.ac.id. 
2. Engagement Zone 

There are 2 aspects found in the engagement zone, namely: 
a. Protection 

mechanism Protection mechanism can be interpreted as 
any protection contained on the website. From 
observations and interviews that have been carried out, it 
is known that the protection currently available on the 
jte.polinema.ac.id website is the HTTPS protocol. Where 
in this protocol has used a Secure Socket Layer (SSL) 
certificate to encrypt the data transmission that occurs on 
the website. 

a. Services 
The services provided by the jte.polinema.ac.id website 
are standard website services that contain general 
information about the Department of Electrical 
Engineering. 

3. Scope 
There are several things outside the engagement zone 

related to the website, including regulations and hosting. 
4. Vector 

website jte.polinema.ac.id itself provides information that 
can be accessed by the public via the internet, so testing for 
security holes can be done by accessing the jte.polinema.ac.id 
website using the internet network. So it can be concluded 
that the vector in this study is from the outside to the scope, 
namely from the internet network to the jte.polinema.ac.id 
website 
5. Channel 

Assets in the research are the website of the Department of 
Electrical Engineering which can be accessed from anywhere 
via the internet. The engagement zone of the asset contains 
the HTTPS protocol and services in the form of providing 
information that can be accessed by the public through the 
internet network. On the scope there is also a hosting where 
hosting access is also through the internet network. Based on 
the explanation, all asset scopes can be accessed through the 
internet network, so that the most appropriate type of channel 
used in this research is the Data Network Channel. 
6. Type of Test 

In this study, analysts are provided with limited knowledge 
related to assets and defense of targets and targets are also prepared 
for audit. So the right type of test used in this study is the Gray Box 
Test or often also called the vulnerability test which aims to conduct 
a self-assessment of the target. 
7. Security Testing 

The results of security testing using the whois, nmap, and nikto 
tools as shown in Fig. 10. 

 

 
Figure 10 Test Results Using the Whois Tool. 
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It can be seen that the jte.polinema.ac.id website has the 
main domain polinema.ac.id. The jte.polinema.ac.id domain is 
registered by the PANDI Registry domain company which 
was registered on 08-06-2011 and is valid until 10-06-2017 
and has been updated on 16-04-2018. 

Scanning using the nmap tool shows that there are 10 open 
ports, including: 

 
TABLE II  

TABLE OF PORTS DETECTED IN NETWORK MAPPING TESTING 
Port State Service Description 

21/tcp Open ftp 
It is a port for data transfer 

services 

53/tcp Open domain 
Is a port for domain services 

from the website 

80/tcp Open http 
Is a port for the http protocol 

used by the website 

110/tcp Open pop3 
Is a port for mail server 

services 

143/tcp Open imap 
Is a port for mail server 

services 

443/tcp Open https 

Is a port for the https 
protocol (http with security) 
used by the website Is a port 
for the https protocol (http 
with security) used by the 

website 

587/tcp Open submission 
It is default port for sending 

email 

993/tcp Open imaps 
Is a port for mail server 
services with security 

995/tcp Open pop3s 
Is a port for mail server 
services with security 

2030/tcp Open device2 

Is a port for TCP / IP 
services so that the server 

can communicate with 
clients via the internet 

network. 

 
From the security vulnerability scan carried out using the 

Nikto tool, 6544 items have been checked with 0 errors and 
26 items have been reported as shown in the image above. 
This indicates that there are 26 security holes on the 
jte.polinema.ac.id website. 

Prior to DOS penetration, a ping was made to the 
jte.polinema.ac.id website to find out how the response from 
the jte.polinema.ac.id website was as well as a comparison of 
ping results during DOS penetration. pinged data before DOS 
penetration gets an average response time of 80.8ms and a 
success percentage of 100%, while the ping results data 
during DOS penetration gets an average response time of 
1078.25ms and a success percentage of 66.67%. Referring to 
the standard response time used in this study, the service 
quality of the jte.polinema.ac.id website is of good value with 
an average ping response of 80.8ms. However, when DOS 
penetrated, the service quality of the jte.polinema.ac.id 
website became poor with an average response time of 
1078.25ms. 
8. RAV & STAR 

To calculate the RAV value, several categories of OpSec, 
Loss Control, and Limitations factors are needed which will 
be mentioned in the table below: 

 

TABLE III 
RAV COMPONENTS SUMMARY 

No Category Description Amount Total 

1 Visibility 
1 Access to asset 1 

3 Web Server 1 
Port 1 

2 Access 
There are 2 ports with 
open status, namely 
port 53 and port 80 

10 10 

3 Trust Spoofing IP Address 1 1 

4 Authentication 

There is authentication 
because it uses the 
HTTPS protocol 

1 2 

The admin login 
system already uses 2-

way authentication 
using email 

1  

5 
Non-

Repudiation 
 

Website visitors 
cannot change, delete, 
or add content on the 

website 

1 1 

6 Confidentility 

Asset transmission is 
equipped with 

authentication and 
encryption via HTTPS 

protocol 

1 1 

7 Alarm 

There is a notification 
when there is a login 
failure by the admin 

1 

3 

There is a notification 
when the data input 
has been successful 

1 

There is a notification 
when there is a text 
format error on the 

input form 

1 

8 Vulnerablity 

No anti-clickjacking 
X-Frame-Options 

header 
6 17 

Header leaks inotes 
via ETags, header 
found with file /, 

fields: 0x62ea0c54 
0x26a 

1  

9 Weakness 
Not all data input 

forms use 
authentication 

1 1 

From the table above, the value of each category will be 
summarized for later calculation of the RAV value. 

 

TABLE IV 
RAV VALUE SUMMARY TABLE 

Actual Security Amount 

Opsec 
Visibility 3 
Access 10 
Trust 1 

Controll 

Class A 
(Interactive) 

Authentication 2 
Indemnification 0 

Resilience 0 
Subjugation 0 
Continuity 0 

Class B 
(Process) 

Non-Repudiation 1 
Confidentiality 1 

Privacy 0 
Integrity 0 
Alarm 3 

Limitations 

Vulnerability 17 
Weakness 1 
Concerns 0 
Exposures 0 
Anomaly 0 
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Figure 11. STAR Calculation Result 
 

The RAV value obtained from the test results is 84.3517. This 
value is already higher than the RAV value from the previous test 

results. Although the security holes found have been greatly reduced 
compared to before, the RAV value obtained is still below 100. This 
means that the control on the website is less than what is needed. 
Therefore, to increase the RAV value, it is necessary to add control 
to the website. 
9. Recommendations 

From the tests that have been carried out, the results obtained are 
better than the previous tests. This indicates that the website security 
update that has been carried out is working effectively. However, 
even though the website security has been updated, the RAV value 
which is the reference for evaluating website security is still below 
100, which means that the control on the website is still lacking. To 
get the ideal RAV value, a control can be added on the website so 
that the interaction and control can be balanced. 
a. Giving Recommendations 

Based on the research that has been done, researchers can 
recommend several things to the jte.polinema.ac.id website admin 
related to the jte.polinema.ac.id website security system. Some of 
these things are: 
• Cover open ports that are not used on website services. This is 

done in order to block entry from outsiders who want to exploit 
the jte.polinema.ac.id website. 

• Use the reverse proxy method to prevent DOS attacks. 
• Disabling xmlrpc.php because xmlrpc.php becomes a security 

vulnerability in the form of vulnerability to brute-force attacks. 
• Add Content Security Policy (CSP) on the web server to prevent 

Cross Site Script (XSS) attacks. 
• Always update the web server software to always get updates, 

both regarding bug fixes, feature updates, or the addition of new 
features. 

• Apply authentication on each input form. 

• Add control to website services so that interaction and control on 
the website can be balanced. 
 

IV. CONCLUSION 
Testing website security vulnerabilities in Polinema using 

the ISSAF framework found 21 security vulnerabilities with 7 
of them being medium level. And testing using the OSSTMM 
framework found 17 security holes. In testing the website 
security vulnerabilities in Polinema, it is better to use the 
ISSAF framework because it is more detailed with a total of 
21 security vulnerabilities. The handling of website security 
vulnerabilities in Polinema is done by closing open ports, 
adding a reverse proxy, disabling xmlpc.php, adding Content 
Security Policy (CSP), and updating the web server software. 
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